Introduction
What is HXen?
Hosted Xen (HXEN) runs the Xen core hypervisor as a Type-2 VMM on top of a regular operating system instead of the usual Type-1 methodology that the Xen hypervisor is designed for. HXEN is capable of running on top of any operating system but is currently developed for Windows and Mac OSX. The project has been archived.
What we intend to do?
We intend to port HXen to Linux on which HXen is not currently supported. 
We also plan to make HXen more configurable and user friendly. To achieve this, we plan to integrate HXen with libvirt which will provide easier installation and easier VM configurations. 
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Scope Of work
Porting to Linux
As per our study, the code portion that needs to be written in order to port HXen to linux is the set of files under directory “windows” (same files have been implemented for mac under directory macOS ).  The code under OS specific directory is divided into these sub-modules:
1) Hxen kernel driver: the files under hxen.sys directory implement kernel driver which is accessed by ioemeu. The driver is implemented in hxen.c. IOCTLs for the driver is implemented in hxen_ioctl.c. There are other files which implement various functionalities such as memory operations, cpu operations, timer functions, threads and thread sync routines. The details of the functions in these files are given in appendix.
2) Createimg utility: this is a single file code that implements the utility to create a disk image of any given size. 
3) Hxenctl utility:  This utility is implemented under hxenctl directory. 

We need to port the hxen driver to linux. We need to implement the functionalities implemented in these files on linux to achieve desired results.

Integration of Hxen with libvirt
This section will be updated once we are done with porting HXen to linux.
Open questions/grey areas
Interaction/interfacing between ioemu and Hxen
Role of hxenctl
Appendix
This section contains analysis of few of the source files. The list will be expanded and a sheet will be maintained for better inference.
Hxen_cpu.c:
1. Hxen_first_cpu(): declares a variable of type kaffinity (bit mask of active processors)
Stores the current bit mask in it through KeQueryActiveProcessors() system call
Not bit wise compare with the minimum to maximum processor and returning the host cpu(no.)
2. Hxen_cpu_pin(hostcpu):
Declaring a variable of type kaffinity
Storing the bit mask of passed cpu as argument in above declared variable
Setting this affinity mask for the current thread using KeSetSystemAffinityThread()
3. Hxen_cpu_pin_current():
Declaring a variable type long
Storing no. of active processor using KeGetCurrentProcessorNumber()
And passing it as argument to hxen_cpu_pin() 
4. Hxen_cpu_pin_first():
Again a long type variable
Call funcn hxen_first_cpu() and storing its return value in it
And calling hxen_cpu_pin by above argument
5. Hxen_cpu_unpin(void):
It restores the default affinity mask for the current thread
6. hxen_set_cpu_active_mask(…)
Declaring variable of type kaffinity and storing the current affinity mask in it
Initializing the mask pointer passed as argument with this bit mask
Not bit wise nand between no. of processor got from calling hxen_first _cpu and affinity bit mask when condition is not equal to zero initialize a global variable hxen_cpu_vm with this hostcpu value(no.of processor)
7. hxen_on_each_cpu(…)
Declaring variable of type kaffinity and storing the current affinity mask in it
Bit wise nand between maximum processor to minimum and when condition is non zero passing the host cpu as argument to hxen_cpu_pin
Try and exept for function pointer fn called
Calling Hxen_cpu_unpin(void) at last.
8. hxen_cpu_pin_vcpu(…):
TBD
Hxen_ioctl.c:
1. macro to set the hxen mode to the given value
2. macro to check mode is valid or not
3. finding the no of hostcpu
4. structure to control the requested state
5. 
i. kxenversion :for  finding the  version of vm
ii.  Kxenload:loading the xen driver into the memory
· It calls the function hxen_load.c:
· Initializes a structure pointer for allocating memory
· Opening the driver using open(..) and storing the file descriptor
· Using this descriptor we write file associated with this descriptor to the buffer specified usint fstat(…)
· uvaddr = (uint8_t *)malloc(kld.kld_size);
· it allocates the above dynamic memory and the file in step 3 is read and written to this memory and size is specified
iii. KXENUNLOAD:
Calls hxen_shutdown() which does:
· finding the processor currently thread running on 
· Sets the event object for the cpu to the previous state before it was signaled
· dequeues a timer object before the timer interval, if any was     set, expires
· the current thread is put  into a wait state until the given dispatcher object is set to a signaled state or (optionally) until the wait times out.
· decrements the given object's reference count and performs retention checks.
Above process is repeated for the current event (not sure)
iv. KXENINIT:
· setting all the initial log and debug messages
· declaring a void pointer and allocating it or giving reference to the a memory pool of given size
· initialize a variable of type kaffinity and seeting current active processor mask
· bit wise comparing it with the min to max processor
and for non zero initializing dpc and setting it as target processor for the same
· acquires a spin lock so the caller can synchronize access to shared data in a multiprocessor-safe way by raising IRQL.
· initializes an event object as a synchronization ( single waiter) or notification type event and sets it to a signaled or not signalled
· creates a system thread that executes in kernel mode and returns a handle for the thread.
· provides access validation on the object handle, and, if access can be granted, returns the corresponding pointer to the object's body.
· Sets the timer and returns the current cpu
v. KXENSHUTDOWN: 
· finding the processor currently thread running on 
· Sets the event object for the cpu to the previous state before it was signaled
· dequeues a timer object before the timer interval, if any was     set, expires
· the current thread is put  into a wait state until the given dispatcher object is set to a signaled state or (optionally) until the wait times out.
· decrements the given object's reference count and performs retention checks.
Above process is repeated for the current event (not sure)	        There are many other modules but the definition is not that important or complicated.
Hxen_mem.c:
1. kernel_malloc(..): allocates pool memory of the specified type and returns a pointer to the allocated block.

2. kernel_free(..) : deallocates a block of pool memory allocated with the specified tag.

3. kernel_free_heap(..):

· checks if memory is allocated in the MDL or not 

· find the page count using the mdl variable
				
· free the paged memory using this page count by calling  kernel_free() 

· releases a mapping set up and then deallocating paged memory
and the dellaocating this memory pool
	
4. kernel_malloc_heap(…):
· allocates zero-filled, nonpaged, physical memory pages to an MDL
specify the starting and end physical address
· map the physical pages that are described by an MDL, and allows the caller to specify the cache behavior of the mapped memory
· allocate the paged memory by calling kernel_malloc()
· give the starting of paged physical memory refrence to a pointer

5. mmap_pages(…):
· allocates pool memory of the nonpage type and returns a pointer to the allocated block.
· give the starting of paged physical memory refrence to a pointer

· maping the physical pages that are described by an MDL, and specify the cache behavior

6. munmap_pages(…):   Reverse of mmap_pages()

                 

